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Tip #1 - You are a target to 
hackers
Don't ever say "It won't happen to me". We are all at risk 
and the stakes are high: Your personal and financial well-
being.

 Keeping computing resources secure is everyone's 
responsibility.

 By following the tips below and remaining vigilant, you 
are doing your part to protect yourself and others.



Tip #2 - Keep software up to 
date
Installing software updates for your operating system and 
programs is critical. Always install the latest security 
updates for your devices.

 Turn on Automatic Updates for your operating system.

 Use web browsers such as Chrome or Firefox that 
receive frequent, automatic security updates.

 Make sure to keep browser plug-ins (Flash, Java, etc.) 
up to date.

 https://patchmypc.net/download is a useful free utility 
to scan Windows for updates to 3rd party apps.

Update firmware (embedded program) on wireless 
routers, remote monitors, etc.



Tip #3 - Avoid Phishing scams -
beware of suspicious emails and 
phone calls
Phishing scams are a constant threat - using various 
social ploys, cyber criminals will attempt to trick you into 
divulging personal information such as your login ID and 
password, banking or credit card information. 

 Phishing scams can be carried out by phone, text, or 
through social networking sites - but most commonly 
by email. See Social Engineering

 Be suspicious of any official-looking email message or 
phone call that asks for personal or financial 
information.

Legitimate companies will never ask you for personal 
information by reaching out to you. You should only ever 
divulge partial sensitive information if you have initiated 
the contact yourself and the questions are designed to 
have you prove who you are.



Tip #4 - Practice good password 
management
We all have too many passwords to manage - and it's 
easy to take short-cuts, like reusing the same 
password. A password manager can help you to maintain 
strong unique passwords for all your accounts. These 
programs can generate strong passwords for you, enter 
credentials automatically, and remind you to update your 
passwords periodically.

There are several password management services that 
offer free versions. KeePass is a free one we use at 
CapEd, and is available for Mac and Windows.

Continued on next page…



Here are some general password tips to keep in mind:

 Use passphrases or long passwords - 20 characters 
or more is recommended. For example, the 
passphrase Exactly who chose blue turf?, including the 
spaces, is much more difficult for a hacker to crack 
than something complicated but shorter like Br0nk0z! 
The passphrase is also easier to remember in case 
you forgot to add it to your password manager.

 If not using a passphrase, at least use a strong mix of 
characters, and never use the same password for 
multiple sites.

 Don't share your passwords and don't write them down 
(especially not on a post-it note attached to your 
monitor).

Update your passwords periodically, at least once every 6 
months (90 days is better).



Tip #5 - Be careful what you 
click
Avoid visiting unknown websites or downloading software 
from untrusted sources. These sites often host malware 
that will automatically, and often silently, compromise your 
computer.

If attachments or links in email are unexpected or 
suspicious for any reason, don't click on them! If 
something appears to have come from someone you 
know, text or call them to ascertain whether it was really 
them who sent it to you.



Tip #6 - Never leave devices 
unattended
The physical security of your devices is just as important 
as their technical security.

 If you need to leave your laptop, phone, or tablet for 
any length of time in a public area - lock it up so no 
one else can use it.

 If you keep sensitive information on a flash drive or 
external hard drive, make sure to keep these locked as 
well.

For desktop computers, set the screen to lock with a 
password required to access.



Tip #7 - Protect sensitive data
In general:

 Keep sensitive data (e.g., SSNs, credit card 
information, health information, etc.) off your 
workstation, laptop, or mobile devices.

 Securely remove sensitive data files from your system 
when they are no longer needed.

 Always use encryption when storing or transmitting 
sensitive data. Consider using Windows 10 Pro that 
has BitLocker built in, if you use Windows. For either 
Windows or MacOS, there are several free encryption 
utilities.



Tip #8 - Use mobile devices 
safely
Considering how much we rely on our mobile devices, and 
how increasingly susceptible they are to attack, you'll want 
to make sure you are protected:

 Lock your device with Face ID (iPhone) a PIN or 
password - and never leave it unprotected in public.

 Only install apps from trusted sources (mostly affects 
Android)

 Keep your device's operating system updated.

 Don't click on links or attachments from unsolicited 
emails or texts.
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 Avoid transmitting or storing personal information on 
the device if unencrypted 

 Most handheld devices are capable of employing data 
encryption - consult your device's documentation for 
available options.

 Use Apple's Find My Phone or the Android Device 
Manager tools to help prevent loss or theft.

 Back up your data.



Tip #9 - Install anti-
virus/malware protection
Only install an anti-virus program from a known and 
trusted source. Keep virus definitions, engines and 
software up to date to ensure your anti-virus program 
remains effective. BitDefender Free is a popular free anti-
malware app for Windows-based systems. Avast is a 
popular one for MacOS. If purchasing an app, be sure it’s 
a next-generation such as BitDefender Total Security. This 
product protects all your devices and is only $35/yr for up 
to 5 devices: https://www.bitdefender.com/solutions/



Tip #10 - Back up your data
Back up on a regular basis - if you are a victim of a 
cybersecurity compromise, the only guaranteed way to 
repair your computer is to erase and re-install the system. 
Create an image of your computer to be able to restore 
the operating system and applications & data to a known 
good point in time – this is an excellent investment. 
Windows and MacOS both have this functionality built in. 



Here are some additional tips to 
help keep you safe and secure 
online:
 Use a firewall - Mac and Windows have basic desktop 

firewalls as part of their operating system that can help 
protect your computer from external attacks.

 Use public wireless hot-spots wisely - follow these 
tips for staying safe.

 Be conscientious of what you plug in to your 
computer (flash drives and even smart phones can 
contain malware).

 Be careful of what you share on social networking 
sites.

 Monitor your accounts for suspicious activity.

 Bank or shop online only on trusted devices and 
networks - and log out of these sites when you've 
completed your transactions.



 Use Multi-Factor Authentication (MFA) wherever it is 
offered for additional security. For example, if your 
email provider or bank offers the option to receive a 
one-time code sent to you via text message, which you 
must enter in addition to your password, take 
advantage of it.

 Do not save passwords in browsers on shared 
computers if you wouldn’t provide your password to 
anyone else who shares that computer.

 Use a separate profile for everyday computer use 
that is not an administrator account and log in with the 
administrator account only to update software. 
Windows 10 setup MacOS setup

 Always hover over links, like the two above, before 
clicking on them in email or web pages to see where 
you’re actually being directed to.



 Subscribe to alerts for all networked devices used 
after registering your device with the manufacturer

 Bookmark the excellent website 
https://krebsonsecurity.com and view it once per week 
to see what the latest big stories are in the world of 
cybersecurity.

 Freeze your credit at all 3 credit bureaus: Equifax, 
Experian, and Transunion. Congress mandated that all 
Americans be able to do this for free after the massive 
Equifax breach. 
https://www.nerdwallet.com/blog/finance/pros-and-cons-
freezing-credit/
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